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Abstract Keywords

The programming and retasking of sensor nodes could Java, Virtual Machines, Wireless Sensor Networks
benefit greatly from the use of a virtual machine (VM) since
byte code is compact, can be loaded on demand, and interl | ntroduction

preted on a heterogeneous set of devices. The challenge is Despite the resource limitations of the microcontrollers
to ensure good programming tools and a small footprint for ysed in typical sensor nodes there is considerable atiracti
the virtual machine to meet the memory constraints of typ- in the idea of running a Virtual Machine (VM). A virtual
ical WSN platforms. To this end we propose Darjeeling, a machine enables portability by abstracting the underlying
virtual machme mode;lled after the Java VM and capable of pjatform and presenting a standard programming interface
executing a substantial subset of the Java language, but deacross a range of target platforms. This is important in the
S|gned specifically to run on 8- and 16-bit microcontrollers \WSN context as we are moving towards heterogeneous net-
with 2-10 KB of RAM. works, by design (i.e. two-tier architectures), or simpty a

The Darjeeling VM uses a 16- rather than a 32-bit ar- a consequence of long-running systems evolving over time
chitecture, which is more efficient on the targeted plat- (e.g., adding new nodes after some years deployment). The
forms. Darjeeling features a novel memory organisatiohwit - support for dynamic loading of VM byte code provides pro-
strict separation of reference from non-reference typastwh  grammers with the flexibility to update or extend a running
eliminates the need for run-time type inspection inthe unde  gpplication. Again, the long lifetime of sensor networks
lying compacting garbage collector. Darjeeling uses althk  make this a crucial feature as bug fixing and applicatioellev
stack model that provides light-weight threads, and suspor retasking are inevitable when applications are deployed fo
synchronisation. more than a few weeks.

The VM has been implemented on three different plat-  Another type of benefit that a virtual machine provides is
forms and was evaluated with micro benchmarks and a real-the ease of programming that comes with it, or actually, the
world application. The latter includes a pure Java implemen |anguages it supports. The Java Virtual Machine (JVM) for
tation of the collection tree routing protocol convenigntl  example provides programmers with the luxuries of an object
programmed as a set of cooperating threads, and a reimpleoriented language, dynamic memory management and pro-
mentation of an existing environmental monitoring applica tection, threads, and exception handling, none of which are
tion. The results show that Darjeeling is a viable solut@n f  provided by the underlying hardware. In addition, the JVM

deploying large-scale heterogeneous sensor networks. provides a safe execution environment ensuring that errors
Categories and Subject Descriptors are handled grqcefully and cannot take the entire software

C.3 [Special-Purpose and Application-Based Sys- stack down as in the case for execution on bare hardware.
temg: Real-time and Embedded Systems; D.3.4 This enhances the robustness of the software executing in
[Programming L anguages]: Processors-aterpreters the field, and more importantly reduces the code develop-

ment and testing efforts considerably.

General Terms ] ) Java generally provides quicker deployment and in-
Languages, Experimentation, Performance creased maintainability over C/C++ [5]. This helps bring

down the total cost of ownership of a sensor network not

only during initial development, but also post-deployment
The benefits of virtual machines for sensor networks have

been recognised by the research community [11, 13, 19, 20]

and the general consensus is that the price to be paid, that
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virtual machines have compromised on the supported func-2 Related Work
tionality to reduce the memory footprint so that it can run Several VM implementations have been reported in the
within the few KB of RAM provided by typical sensor node wireless sensor networks research community, and each
platforms. Secondly, the state-of-the-art virtual maekin  strikes a different balance between flexibility, suppofest
are all proprietary implementations which slows their gece  tures, and resource (memory) usage. Some of the VMs are
tance by the research community as it hampers the integra-open source projects (e.g., Maté [13] and 1eJOS [21]), al-
tion of experimental sensors, protocols, and algorithms.  |owing other researchers to repeat experiments, use them fo
In this paper we present Darjeeling, a virtual machine reference, and even extend them, while others are completel
modelled after the Java VM and capable of executing a sub-proprietary (e.g., Sentilla [19] and Java Card [2]). In gahe
stantial subset of the Java language, but designed spégifica we can distinguish two competing philosophies: applicatio
to run on 8- and 16-bit microcontrollers with 2-10KB of  specific vs. generic VMs, which we discuss next.
RAM. Darjeeling is, to the best of our knowledge, the first  Application-Specific Virtual Machines (ASVM) [14] are
publicly availableopen sourceJava VM for wireless sen-  optimised for a specific problem domain and abstract com-
sor networks. It provides a rich set of (Java) features in- mon operations as instructions in a virtual machine. Pro-
cluding light-weight threads, dynamic memory management grams tend to be very small, in the order of ten to a hundred
(garbage collection), and exception handling, while at the pytes, which makes reprogramming nodes in a network very
same time being optimised for resource-poor targets. Thisenergy efficient. Examples of ASVMs are Maté [13] and
is accomplished by the combination of a standard Java com-VMSCRIPT [18]. VM* [11] is a Java VM project that advo-
piler, an off-line byte code analysis and transformation en cates synthesis of VMs tailored for specifipplications It
gine, a 16-bit architecture run-time with a tailor-made in- supports incremental linking to extend the VM as new fea-
struction set, and a novel memory organisation that sfrictl tures are needed, which overcomes the limited flexibility of
separates references from other types eliminating the needypical ASVMs. Unfortunately VM* is closed source.
for costly runtime type inspection during garbage colieati The class of generic VMs for sensor networks supports
To demonstrate these advantages we have implemente@xecution of some higher-level programming language, usu-
the Darjeeling VM on three different platforms with differ-  ally Java or a subset. This approach provides greater flexi-
ent microcontrollers (ATmegal28, MSP430), operating sys- bility, for example to support application-level retasjrat
tems (TinyOS, Contiki, FOS), and radios (CC1000, CC2420, a cost of larger program sizes and more complex VMs. In
nRF905). The performance in terms of memory footprint this context the Connected Limited Devices Configuration
and speed is evaluated with micro benchmarks, as well as CLDC) specification [1] is relevant as it describes a mini-
real-world monitoring application including a pure Java im mal standard Java platform for small, resource-constedaine
plementation of the Collection Tree Protocol (CTP) [9] con- devices that have some form of wireless connectivity. Al-
veniently programmed as a set of cooperating threads. Thesghough often understood as describing cell phones, ldtely t
results show that Darjeeling is a viable solution for deploy specification has been increasingly mentioned in the contex
ing large-scale, heterogeneous sensor networks. of sensor networks. The minimal CLDC hardware require-
This papers makes three novel research contributions:  ments are a 16- or 32-bit processor with 160 KB to 512 KB of
« it describes the Darjeeling VM, the design considera- memory available to the JVM, which is almost two orders of
tions, and the novel memory organisation that is key to magnitude greater than what a typical sensor node provide.
achieving a low memory footprint; Sun Microsystems has introduced several technologies re-

. . . ; lated to Java on embedded devices. The Squawk project [20]
« it details the implementation aspects for the three target . i i ! . i
platforms involved, showing that Darjeeling is portable provides an open-source, CLDC-compatible virtual ma

across a wide-ranae of resource-poor devices: chine, largely written in the Java language. The project in-
9 P ' troduces the concept ofsplit VM architecturewhere class

* it demonstrates the feasibility of the Darjeeling concept loading and verification are done off-line, resulting in com
through an in-depth evaluation of its performance for pact executables and low memory footprints. The Squawk
both micro benchmarks and a real-world environmental VM runs on top of the Sun SPOT platform, an ARM-based
data collection application. sensor node with 512 KB of RAM and 4 MB of flash. This

The remainder of this paper is structured as follows. The re- makes Squawk too large for our targeted platforms.

lated work is surveyed in Section 2, followed by the design ~ The Java Card [2] virtual machine targets 16-bit micro-
consideration of the Darjeeling VM in Section 3. Next, the controllers with approximately 2 KB of RAM. Although it
implementation details regarding the linking model, mem- does not support features such as multi threading or even
ory organisation, byte code analysis, and execution modelgarbage collection, it is significant for proposing a 16&uit

are presented in Section 4. Section 5 presents the micro-chitecture and a modified instruction set to execute Java pro
benchmark performance evaluation for the Darjeeling VM grams more efficiently on micro controller platforms.

on three target platforms, and Section 6 presents the evalu- A recent generic VM is the leJOS [21] project, which
ation of the CTP implementation and the re-implementation features an open-source JVM that can execute on memory
of a real-world monitoring application. Our conclusions ar constrained devices, and has been demonstrated for veireles
presented in Section 7. sensor networks in [7]. Unfortunately it lacks a number of

Darjeeling is freely available fromm t p: / / darj eel i ng. essential features including garbage collection, so itois n

sour cef orge. net/. suitable for more complex applications.



3 Design 3.2.1 Linking Model

Having identified the gap for an open-source feature-  The first issue we address is that of the Java class file for-
rich virtual machine for resource-poor platforms like sans  mat and the dynamic linking model. Java classes are linked
nodes, we have designed a new virtual machine called thedynamically with a per-class granularity. This allows for
Darjeeling Virtual Machine (DVM) that can execute a con- great flexibility, but comes at a significant cost. Java class
siderable subset of the Java language. Darjeeling does nofiles are generally large as they contain linking informitio
(yet) support Java constructs such as floating point and 64-in the form of string literals. A second problem with the
bit datatypes, reflection, and synchronised method cals, s dynamic loading technique is that it requires some linking
Section 4.6 for details. Our virtual machine has been de- information to be kept in RAM at run-time, introducing a
signed from the ground up for devices with small heaps and non-trivial memory overhead for each loaded class.
minimises memory consumption wherever possible. Embedded JVMs commonly address this issue by em-
3.1 Requirements ploying a split VM architecture [20], and implement con-

The primary design goal for Darjeeling is to provide ex- version tools that perform static linking between groups of
ecution of complex Java applications on a range of differ- class files to either reduce or completely remove the need for
ent sensor network architectures. This requires memory ef-String literals in their respective file formats. This gigat

ficiency, portability, and some means to load and unload li- reduces code footprint and eliminates the per-class memory
brariesyaﬁd applig;\tions. overhead [4, 11, 17, 20]. The trade off is the loss of reflec-

3.1.1 Memory Efficiency tion and some flexibility in the linking model. This seems

In order to allow execution of meaninaful applications reasonable, especially as it allows for an efficient impleme
. .y 9 PP tation where the byte code and class definitions can be kept
Darjeeling should be memory efficient, as the small heap

sizes of our target platforms are the main factor in constrai in flash memory. Therefore Darjeeling uses a tool called the
. getpia infuserthat performs static linking of groups of class files.
ing program complexity.

. . 3.2.2 Stack Width
Threads especially should have as little overhead as pos- In traditional Java VMs values are stored in 32-bit slots.

sible, so that preemptive threading can be used freely by ap-, . . :
plication programmers. Since we also want to allow multi- This is true for the operand stack, local- and global vaeapl

ple applications (each comprising a number of threads) run_and inside objects. It allows for quick access on 32-bitiarch

ning concurrently on a single node there must be little per- ELeGC-tgi;eSIét?g:nlwss 'gﬁﬁg?gl ]Icgtrfc;?rir:(r)ggr:gr?sgsa::rg({ }48-icaand
application overhead. p : P y

3.1.2 Portability 16 bits wide so storing_them i_n 32-bit slots result_s ina100%
A virtual machine is middleware that sits in between the mermory overhead. This applies also to smaller integer types

. ; X S such adyt e, bool ean andshort which are commonly used
operating system (if any) and running applications. Many

: . . in sensor network applications.
such operating systems exist for wireless sensor networks T java Card virtual machine [17] addresses the memory
that provide different concurrency models such as event

‘ : . "~ overheads for narrow hardware platforms by using a more
driven or thread oriented. There are also different MCUS gitapie 16-bit slot width. This requires a modified instruc
to deal with, most notably the ATmega and MSP430 series, iy set because Java automatically widens smaller integer

with different memory types and sizes, and different adgres types to a 32-bif nt and does not contain instructions to

ing schemes. Therefore Darjeeling must be portable acrossyqgify 16-bit values directly. The 16-bit architecturecals
all these MCUs and operating systems. requires byte code analysis to optimise based arithmetic
3.1.3 Application Loading toshort arithmetic where this is possible. We have chosen

There are many cases in which it is useful to reprogram to follow Java Card and use a 16-bit architecture. Arithmeti
nodes after they have been deployed in the field. This canexpressions are optimised by the Infuser tool.

be to fix bugs, introduce new functionality, or completelyre 32 3 Garbage Compaction
task the network. While some testbeds allow reprogramming Frequent allocation and deallocation of objects causes the
directly throqgh _vwred means it is usu.aIIy more practical to heap to become fragmented with holes that are too small
support application loading over the air. o to accommodate common allocation requests, essentially
A virtual machine can allow multiple applications to co- wasting space. This is highly undesirable on our memory-
exist safely on a single node. Replacing separate appiiti  constrained target platforms, so a compacting garbage col-
is much more efficient than reprogramming an entire image. |ection algorithm is required.
Darjeeling must therefore allow the loading and unloading, Compacting garbage collectors first mark all objects in
and starting and stopping of applications without having to e, therslidethem to one side of the heap, eliminating any
reset the node or otherwise affect its running state. holes. After compaction, references to relocated objemte h
3.2 Motivation for a New VM to be updated in the running state of the program. In order
The Java Virtual Machine (JVM) [16] is designed around for this to work it must be possible to identify which ele-
32-bit architectures with typically megabytes of memory. ments of the running states are references, and which ones
Certain design decisions that make sense for such platformsare not so that no integer values are modified by mistake. It
might not be ideal in the context of sensor networks where is possible to include type information about class field$ an
common MCUs use either 8- or 16-bit architectures and global variables in the executable file. Types of values en th
memory is measured in kilobytes. operand stack and in local variables, however, may change
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Figure 1. Infusion process.

dynamically so some mechanism must be in place to deter-Classes contain a so-callednstant poothat contains link-
mine the types of these elements at run time. ing information. Any entity that is referenced by the class

One option is to simply type the stack and local variables has an entry in the constant pool. nw instruction for in-
as the program runs. Additional type information is kept on stance, carries an index into the constant pool where infor-
the stack and book-keeping is done when slots are accessethation about the class to be instantiated can be found.
with push, pop, | oad, andst or e primitives. This method, Darjeeling uses aplit VM architecture[20] where class
called ‘type tagging’, is elegant in neither space nor time. loading, byte code verification, and transformation is done
An improvement is to do type inspection as the mark phase off-line by a tool called thenfuser Multiple class files
starts. The byte code is annotated post-compile with typ- are linked statically into loadable modules callatusions
ing information calledstack map$3] at selected addresses. which cooperate to form running programs. Named refer-
The VM can then infer the types of the stack elements at ences are replaced with a numbering scheme so that keep-
the current address in relatively few iterations from thasel ing a run-time constant pool in memory is no longer nec-
est precalculated state. This method is widely used but hasessary. Infusions are typically libraries such as the base i
the drawbacks that extra typing information must be added, fusion containing thg ava. | ang package, or applications
which increases the code footprint, and that the type infer- such as the CTP routing protocol application discussed in
ence mechanism increases code complexity and reduces petSection 6. Infusions ‘flatten’ a hierarchy of Java classés in
formance. lists of entities, and can import other infusions and refeee

We have instead chosen an unconventional approach thathe entities therein.
strictly separates reference and non-reference typesen th  The process is shown in Figure 1. A series of Java source
operand stack and in local variables. This solution comesfiles is fed into a standard Java compiler producing a corre-
at a cost of a single byte per activation record (see Sec-sponding set of class files. These class files are then input
tion 4.2.2) and several extra instructions to manage theto the Infuser tool along with one or more infusion header
operand stack, but avoids any runtime handling of type in- files. A call to the infuser typically produces two files: a bar
formation. We also separate references from non-refesence jeeling Infusion (.di) file, and a Darjeeling Infusion Heade
in objects, which allows for uniform treatment of stack and file (.dih). Informally speaking, the infusion file contaithe

heap and simplifies the garbage collector even further. class definitions and byte code, and the headers contain link

4 Implementation ing information. Together these two files form the infusion.
We have shown above that meeting the portability, 4.2 Memory Organisation

memory-efficiency, and application-level retasking gaals Memory management in Darjeeling was implemented

quired us to let go of the JVM specification. Consequently with two goals in mind: memory efficiency and separation of
we have chosen an approach where we designed our Darjeelreference and non-reference types. Our linked stack archi-
ing VM (DVM) to be similar enough to allow execution of tecture described in Section 4.2.1 enables threads with low
post-processed Java programs, but with unique features thafixed overhead. Section 4.2.2 and 4.2.3 describe how refer-
contribute to a low memory footprint. In this section we de- ence and non-reference types are separated on the operand
tail the implementation aspects of the Darjeeling VM, which stack and in heap objects, respectively.
has been ported to three platforms with different microcon- 4.2.1 Linked Stack
trollers (ATmegal28, MSP430), operating systems (TinyOS,  Each method call produces a new stack frame (activation
Contiki, FOS), and radios (CC1000, CC2420, nRF905).  record) as a context for the execution of that method. Java
4.1 Linking Model stack frames contain a local variable section, various book
The Darjeeling runtime, the virtual machine, is respon- keeping values, and an operand stack. Bookkeeping includes
sible for executing Java programs. These programs com-a return address, stack pointer, and various context asab
prise components such as class- and method definitions, exsuch as a pointer to the method that is being executed.

ecutable byte code blocks, and string literals. These imgjld Traditionally stack frames are allocated on a single, pre-
blocks, which we shall cakntities are traditionally stored  allocated space. The local variable section of a frame is lo-
in Javacl ass files. cated at the start of a frame, so that the frame of the caller

In the Java world, individuall ass files are treated much  can be overlapped with the callee. The lasttive slots (pa-
like small libraries that are loaded on demand at run time. rameters) on the operand stack of the caller overlap with the
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4.2.2 Double-Ended Stack

Local Variables Operand Stack

" Darjeeling uses two operand stacks instead of one. One

il —_— of the stacks holds the reference types, the other is for non-
Operand Stack ) reference types. The stacks are allocated within the same
Bookkeeping memory space, the size of which can be easily obtained by

Reference Local byte code analysis. Two stack pointers are used; one is ini-

Variables

tialised to the lower bound of the stack space, the other to
the upper bound. The first grows upwards, the other down-
wards. This is shown in Figure 3. When the root set needs
Operand Stack to be marked, the collector can simply traverse the referenc
stack and directly mark each heap object it encounters. This
reduces the complexity of the root set marking phase(to

and eliminates any false positives. During compaction, ev-
VM DVM ery time an object is moved, the collector can traverse all th
reference stacks and update the pointers in place.

The cost of this technique is that each stack frame now
contains two stack pointers instead of one. In our stack
frames these are stored using a single byte indicating the
number of elements on each of the stacks, so that the over-
‘head is just a single byte per stack frame.

In order for this technique to work some modification
must be made to the byte code instruction set to replace stack
manipulation instructions likpop with i pop andapop for
integer and reference pop respectively. How this is accom-
plished is described in Section 4.5.

Bookkeeping

caller frame

Integer Local Variables

caller frame

Local Variables

\ J v \ J

Figure 2. Stack frame layout comparison.

the firstn slots (method arguments) of the callee. This allows
for efficient passing of parameters between the two methods
The drawback of the traditional method is that the size
of this pre-allocated stack is equal to the worst-case requi
ment, introducing a severe memory overhead for each run-
ning thread. For Darjeeling we chose to implemizmited
stack managemerj2] where stack frames are allocated
ad-hoc from the heap. This allows thread stacks to grow
and shrink as the program runs, allowing for light-weight \
threads. An obvious drawback is that each stack frame re-
quires a heap chunk header, but we note that the benefits of A LI I
dynamic stack allocation greatly outweigh the cost of this .
overhead (see Section 5). [
A comparison of the two layouts is shown in Figure 2. A g il i s is r s rs
typical JVM stack frame organisation is shown on the left,
our linked stack model is shown on the right. Our stack !
frames consist of the same elements, but the local variable
section is split into two parts for reference and non-refeee
types to help with garbage collection and compaction (see ocer fiold ' et horg
below). Since stack frames are allocated on the heap, and coerTe °orenee e
the local variables of our stack frames are split into two sep
arate sections, itis impossible to directly overlap therapd
stack of the caller with the the local variables of the callee 4.2.3 Objects
One option is to copy values from the operand stack of the  Strict separation of integer and reference types has also
caller to the local variables of the callee, but this is iroéint been applied to the layout of objects in memory. Figure 4
because it would duplicate values and waste space. Insteadshows three objects allocated on the heap. The dotted line in
we added specialised instructions to let the caller actess t dicates the partition between the integer and referenaksfiel
operand stack of the callee directly for retrieving arguteen  Darjeeling packs the integer fields of objects on the heap so
In order to successfully invoke a method there must be that fields of typebyt e or short occupy only 1 or 2 bytes
enough space on the heap to allocate an activation record. lfrespectively instead of the standard 4.
a method cannot be called because the VM is out of mem- The instructions getfield and setfield have
ory aStackOverf| owError is thrown. The programmeris been replaced by new instructiorgetfiel d_<T> and
responsible for catching this error and trying to recoves-p  setfi el d_<T>, whereT is one ofi nt, short, byte orref.
sibly by killing other threads or freeing up memory. If the The offset of the field inside the integer- or reference block
error is uncaught the thread will be terminated (and its mem- is stored as an immediate value in the instruction. Since
ory reclaimed). there are differenget fi el d andset fi el d instructions for

i i2 i3 is is | is rq ra rs g

Figure 4. Java objectson the heap.
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Listing 1. The Darjeeling main loop on FOS. Listing 2. A native method implementation.

while (dj_vm_countLiveThreads (vni}0) 1 /] javax.fos.Leds.setLed()
{ 2 void javax_fos_Leds_.void_setLed byte_bool ()
dj.vm_schedule (vm); s {
4 I/l pop arguments off the stack
if (vm—currentThread !=NULL) 5 /I in reverse order
dj_exec_.run (RUNSIZE); 6 intl6_t on = dj_exec.stackPopShort();
7 intl6_t id = dj_execstackPopShort();
sleep = divm_getSleepTime (vm); 8
if (sleep==0) 9 /Il set the appropriate leds
fos_threadyield (); 10 if (id==0) fos_leds_blue (on);
else 1 if (id==1) fos.leds_green(on);
fos_threadsleep(sleep); 12 if (id==2) fos_leds_red (on);
} a2}

each data type the VM knows how many bytes to read or 4.3.1 Native Code

write at the given offset. Indexing into the reference fields  In order for Java programs to access the node hardware,
is slightly more involved, as the offset of the referencatfiel native libraries, and the virtual machine state, some mecha

block must first be obtained. This is achieved by retrieving nism for calling native methods is required. The Java lan-

the size of the integer field block from the class definition guage providesaat i ve keyword for methods to signal that
which is stored in flash. the implementation of that method is implemented natively

In our exampleB is a child class oA It is always possi- ~ rather than in Java. The infuser tool can generate C stubs
ble to substitute an instance of cl&&$or an instance of its ~ from these Java method declarations for the application pro
parent clas®, as inheritance dictates, because the integer- grammer to implement. These are then linked into the final

and reference blocks are handled separately. image and programmed into the node. .
Listing 2 shows the native implementation of the
4.3 Execution javax. fleck. Leds. set Led() method. Parameter passing

One of the benefits of Java programming over C-basedis done through Fhe operand stack, in reverse _ordgr. A native
middleware is that it provides an intuitive, preemptive mul method may optionally return a value by pushing it onto the
tithreading concurrency model. Darjeeling implements pre operand stack.
emptive multithreading in a very simple and straightforavar Some interaction with native hardware requires a Java
way, allowing it to run on top of event-based, thread-based, thread to block until some event has occurred. A com-
and protothread-based concurrency models and even on sysmon example is waiting for a message from the MAC layer.
tems that do not provide concurrency at all. In essence theOn FOS the MACsend() andrecei ve() methods simply
running virtual machine is a polling loop that alternates be block the calling thread. TinyOS uses split-phase intedac
tween adj vmschedul e() anddj _exec_run() call. The where an event is generated when the send operation has
former decides which thread should be run next, and the lat-been completed, and a receive event may occur at any time.
ter executes the specified number of atomic JVM instruc-  We expose these mechanisms using two stage locking. On
tions. At the moment Darjeeling does not support priori- the Java side aynchroni zed block is used to ensure that
ties and threads are simply scheduled in a round-robin fash-only one thread at a time may be blocked for an event from
ion. This can be changed when needed, but the current aplhe underlying OS. If multiple threads call the same method
proach of embedding time-critical code in native methods they will be blocked waiting for the first thread rather than
has proven itself a straightforward and effective altemeat ~ for the OS event. Listing 3 shows how this is implemented

The time-slicing is not timer-based, although it is possibl ~ for therecei ve() method on the MAC layer.
to calldj _exec_run() with a large number of instructions to Ther ecei veLock monitor prevents multiple Java threads
execute and callj _exec_br eakExecuti on() onatimerto  tryingto process the same radio packet when a receive event
interrupt the thread after a fixed interval. Listing 1 shows occurs. Athread calling the native methogcei ve will be
how Darjee“ng runs on top of FOS’ a Cooperative thread- b|OC!<ed |mmed|ate|y and another thread is SCheduled for ex-
based operating system for the Fleck wireless sensor mod-€cution. When a receive event occurs the previously blocked
ule developed at CSIRO [6]. Thd _vmget Sl eepTi ne() thread is reactivated.
method returns the number of milliseconds until one of the 4.4 |nfusion Management
threads has to be woken up. If there are one or more threads Applications and libraries executed by Darjeeling are
currently in the running state this method returns zero. stored as infusions. Infusion files (.di) typically reside i

In case of the TinyOS port, if there are no threads to program flash. When an infusion is loaded by the VM it
schedule immediately, a single-shot timer is used to renewwill execute its class initialisers, and if the infusion reas
the virtual machine task in the future. On FOS we use the entry point method, it will create a new thread and execute
API callfos_t hread_sl eep() . Both methods allow the un-  that method in the new thread. Although in traditional JVMs
derlying OS to put the MCU into low-power mode. the class loading is lazy and determines the order in which
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Listing 3. Locking on the Java side. Listing 4. The max() function.
private static Object receiveLock = public static short max(short a, short b)

1
new Object(); 2 {
3 return a>b?a:b;
/1 blocks until a message arrives 4}
private static native byte[] _-receive ();
public static byte[] receive () Table 1. Java byte code for max().
{ synchronized (receivelock) in out instruction pre stack post stack
0 1 iload 0 short
return _receive (); 10 2 iloadl short short, short
} 2 1 3,5 ificmple(5) short, short
1 3 2 4 iload0 short
4 3 6 goto(6) short short
5 2 6 iload1 short
6 4,5 ireturn short

class initialisers are run, Darjeeling runs them in the pirle
which they appear in the file.
While loading new infusions is fairly trivial, unloading

them is more involved since the VM must be left in a correct formations type inference has to be performed to determine

dhe input types of each instruction. Figure 5 shows the trans

to elements from the infusion to be unloaded in the running formation pipeline; the various stages are discussed next.

state of the various threads may cause faulty behaviour when
those elements can no longer be accessed. 4'5'.1 Importand Type Inference ]
Before an infusion may be unloaded any threads that are  First the Java byte code is imported and translated into
executing method implementations from that infusion must corresponding Darjeeling byte code. Any instructions that
first be killed. This still leaves objects on the heap that are Ca@nnot be translated right away, such as stack manipulation
instances of classes defined in the unloaded infusion. TheséPerations, are replaced with place holders.
objects cannot be kept as they can no longer be accessed, A type inference algorithm determines the states of the
their access methods have been unloaded, but they also calocal variables and operand stack before and after each in-
not be deallocated because there might be references to theratruction. These states are called a handle’s pre- and post
from running threads. For example, when an application, state. The post state is calculated from the pre state by simu
passes an event handler to a routing protocol and later getdating the effect the instruction has on the operand stadk an
unloaded, the event handler object persists because the roulocal variables. The pre state of an instruction handle is de
ing protocol still holds a reference to it. rived by merging the post states of all its incoming handles.
We considered killing all threads that have direct or in- Usually type inference is used for byte code verification
direct references to such ‘bad’ objects but decided againstand only the types of values on the operand stack are in-
it because it would not only involve implementing another ferred. The infuser instead tracks which instruction hand|
marking algorithm, but also because in our example it would produced each value and infers the type from there. This al-
cause the routing protocol to be killed as well. We chose lows for multi-pass optimisation with type information hgi
a solution that allows the application programmer to decide updated automatically when instructions are replaced.
how to deal with such cases. Consider Listing 4, a function from thiéat h class that
Instances of classes that are unloaded are marked ‘invalid'ca|culates the maximum of two shorts. The corresponding
by the unloading mechanism. Accessing these objects causegnnotated Java byte code is shown in Table 1. The first col-
the VM to throw a0l assUnl oadedExcept i on. This excep-  umn shows the offset of each instruction, the set of incoming
tion can be caught, allowing the application to remove the and outgoing offsets (direct predecessors and direct stcce
reference. If it is not Caught the thread will terminate due Sors) are shown in columns two and three. The pre_ and post_
to an uncaught exception. Either way, the VM is left in a stack columns show thiegical types of the operand stack.
correct and predictable state. We distinguish between logical types, the ‘actual’ typehef t
45 Byte Code Transfor mation value, and theohysicaltype. In the JVMshort values are
Darjeeling has a custom byte code instruction set that automatically widened tont, so although only shorts are
is optimised for 16-bit arithmetic, supports a double-ehde Uused in our example their physical types are actuatty.
stack architecture, and has typed versions of field get and se  The resulting Darjeeling byte code, after this phase, is
methods. It is the job of the infuser tool to map Java byte shown in Table 2. Thel oad andi st or e instructions have
code to Darjeeling byte code. There is not always a one- been replaced by their short-sized counterparts, and giece
to-one mapping between instructions and the transformatio method returns a value of tygdort theireturn instruc-
may be context sensitive. In these cases the generated Dartion has been replaced wireturn. Theif i cnple in-
jeeling instruction depends on the input types of the source struction, which compares two integer values, has not been
Java instruction. To allow for these context sensitivedran optimised to its short form yet. Thisis done in the next phase



Import and

Type
Inference

Arithmetic Cast

Optimisation

Insertion

Local
Variable

Mapping

Stack
Separation

Figure5. byte code transfor mation pipeline.

Table 2. Darjeeling byte code for max() after import

in out instruction  pre stack poststack 1
0 1 sloadO short 2
1 0 2 sloadl short short, short
2 1 3,5 ificmple(5) short, short
3 2 4 sload0 short
4 3 6 goto(6) short short
5 2 6 sloadl short
6 4,5 sreturn short

4.5.2 Arithmetic Optimisation

The JVM automatically widens small integer types to
i nt, and all arithmetic is done using 32-bit intermediate val-
ues and instructions. To match the native integer size of mos
micro controller platforms Darjeeling can work with the
short data type directly, widening values of typeol ean
andbyt e to 16 bits. The infuser optimises Java byte code to
use short-typed instructions where this is possible, bugtmu
be careful when optimising arithmetic to make sure that ex-
pression semantics are preserved. The arithmetic optimisa
tion stage performs this transformation.

Many Java instructions that operate iomt types have
short-typed counterparts in the DVM instruction set. The
i add instruction pops two 32-bit integer values off the

Listing 5. Addition chain.
short a,b,c,d;
int e a+b+c+d;

Consider the Java fragment in Listing 5. The correspond-
ing annotated byte code is shown in figure 6. All the addition
instructions have the gen flag set because they take shert val
ues as input, and this can generate overflow fetvor t to
i nt. The backwards pointing arrows show which instruc-
tions cause the gen flag to be set on which of their inputs.
Thei st or e_4 instruction for instance requires any overflow
generated by the lastdd to be preserved. In this state the
algorithm is done immediately because there are no instruc-
tions that can be optimised.

sload_0

sload_1
jiadd

sload_2
iadd

sload_3
iadd

{gen, keep >
{gen, keep >
{gen, keep )

Figure 6. Annotated byte code.

istore_4

operand stack, adds them, and pushes the result back onto

the stack. It is important to realise that the result is imypli
itly truncated to 32-bit. Darjeeling has a short-sized iars
calledsadd that performs the same calculation, only using
16-bit values. Becausgadd truncates the result it cannot
always be substituted foradd even if both input types are
short, because the addition might generate overflow that is
relevant for later computation.

Our arithmetic optimisation algorithm determines which
instruction sequences may be optimised by establish-
ing which instructions potentially generate overflow, and
whether that overflow should be preserved. For example, ff
the result of an addition is stored inshor t -typed variable
or is explicitly cast toshort the potential overflow will be
discarded anyway, so there is no need to keep it in the first
place, and the cheapgxdd instruction can be safely used.

The algorithm starts by annotating the input byte code
with two flags. Thegenflag is set for every instruction han-
dle that may generate overflow. Tkeepflag is set for in-
structions whose overflow should be preserved. An instruc-

tion that has both flags set cannot be safely optimised. The.

keep flag is generated by looking for instructions that regjui
overflow to be preserved for one or more of their input val-

ues, and setting the keep flag on the instruction(s) that gen-

erate them.

Now consider a slightly altered version of the addition
chain as shown in Listing 6. In this case the result of the
addition is explicitly cast tghort . The corresponding code
is shown in Figure 7(a). Because s instruction removes
any overflow from the lastadd it no longer has the keep flag
set. The algorithm can now safely replace it with sauld
because both input types are short and overflow is irrelevant

Listing 6. Truncated addition.
short a,b,c,d;
short e = (short)(a + b + ¢ + d);

Whenever an instruction is optimised the change may af-
fect the keep flag on its inputs and gen flags on the instruc-
tions that use its output. The result of optimising ttaeld
instruction is shown in Figure 7(b). By applying this mecha-
nism iteratively the entire expression can be optimisedt u
only short instructions, as shown in Figure 7(c) and 7(d).

4.5.3 CastlInsertion

The arithmetic optimisation stage cares only about log-
ical types of values, not about the physical types in which
they are wrapped. Recall the example in Figure 6, where the
i add instructions requirént typed inputs. Thel oad in-
structions produce short values on the 16-bit stack, s@thes
must be widened to 32-bitnt s using ans2i instruction.



sload_0 sload_0 sload_0 sload_0
sload_1 sload_1 Q sload_1 sload_1
iadd —(gen, keep ) jadd —(gen, keep ) iadd —C gen ) sadd
sload_2 sload_2 sload_2 sload_2
iadd —(gen, keep ) iadd —( gen ) sadd sadd
sload_3 sload_3 sload_3 sload_3
iadd —C gen ) sadd sadd sadd
i2s sstore_4 sstore_4 sstore_4
sstore_4
(@) (b) (© (d)

Figure7. Arithmetic optimisation.

sload_0 sload_0 Table 3. Stack contentsat dup_x1.
load_1 2i .
S?ad; : So: : Unified Ref. stack Int. stack
I N i Vo :short vy :short ... Vo : short vy : short
sload_2 s2i Vo : short, vy : ref v iref v, : short
iadd iadd Vo i ref vy i short v ref v : short
sload_3 sload_2 Vo . ref,vl ref Vo ! ref,vl cref
iadd s2i
| istore 4| add Table 4. Replacement instructions for dup_x1
sload_3 Unified Stack DVM instruction
i Vo : short vy : short 1 dup_x1
- Vo : short vy :ref adup
iadd .
- v, :ref,vy : short i dup
istore_4 vy ref,vy :ref adup_x1
(a) (b)
Figure8. Cast insertion. If both v1 andv, are of the same typdup_x1 can simply

be replaced with a dupl that operates on the appropriate
stack,i dup_x1 for integers anchdup_x1 for references. If
The byte code listings before and after the transformation they are of different types, the top element and the element
are shown in Figure 8(a) and 8(b), respectively. below it are located on different stacks, so the instruatizm
4.5.4 Stack Separation be replaced by an appropriate duplicate instruction.
As discussed in sections 3.2.3 and 4.2.2, Darjeeling uses4 5 5 | ocal Variable Mapping
a double-ended operand stack to eliminate the need for run- Java compilers such gswvac are usually not very ef-
time type inspection. Logically speaking there are two E

tack for int d p N E icient when it comes to assigning local variables to local
stacks, one Ior INtegers, and oneé reterence types. For Mosy,jape siots because for most virtual machine implementa
instructions it is immediately clear which stacks they mu-

but f X . his i itive tions memory consumption due to stack space is not a major
tate, but for some Instructions this Is context sensitivé an 5q e and the assumption is made that frequently executed
type analysis is required for correct translation.

. L . code will be jitted (compiled) anyway. Usually one or more
We illustrate the context sensitivity for thipx1 in- slots are aIIoJcated(foregch IZ)caIy\\/I:\ri{/able, Ieaging to mymo

struction, whose effect is to ‘duplicate the top elementt®nt \,5ta5e when two or more variables can be mapped onto the
stack and insert it one place down’. This can be written as g4 space. The infuser tool performs live range analysis
---,V2,V1 = ..., V1,Vp,V1. The correct replacement fdup x1 to determine which variables can be mapped onto the same
depends on the values uf andvo. These can be any of  g4¢(s) and remaps the local variables accordingly. Darjee
short, int, orref, yielding 9 different possible combina- 4 y5es not require the Java compiler to supply type infor-
tions. For simplicity we shall omit thient type, butitshould 3408 about local variables. Instead this informatiomis |
be clear that the case can be easily extended to include othefy e from byte code analysis so that even when a variable
data types. The possible combinations of input types for the ig yeclared nt it may still be optimised to thehor t type.
instruction are shown in Table 3. The three columns show R
the contents of the unified (Java) stack, the reference stack4.6 Limitations
and the integer stack respectively. From this table we canse  We have chosen to support a subset of the Java language.
how the transformation.,vz,v1 — ...,v1,V2,v1 would apply Like Java Card [17] we do not support floating point or 64-
to each case. Table 4 shows the correct replacement instruchit datatypes. We are looking at supporting tlvag type in
tion for dup_x1 for each of the four cases. the future to increase compatibility with CLDC 1.0.



The DVM does not support reflection since the required Table 6. Performance benchmarks, 16-bit.
type information is not stored in our executable file format. C Java  Java/C instructions/s
The synchr oni zed modifier on static methods is not sup- ~ Bubblesort  0.2s  19.3s  81.5 71,526
ported because there is no loaded class to synchronise on, Vectorconv. 4.6s 520.9s 113.2 71,512
but it can be easily simulated usiagnchr oni zed blocks.

5 Benchmarks metic, and instructions that operate on 32-bit values ame ge
To assess the performance of the Darjeeling VM we cre- erally slower than their 16-bit counterparts. During the MD

ated a set of benchmark programs that exercise specific partgest the interpreter is executing fewer, but more complex in

of the implementation in terms of execution speed and codestructions per second. The bubble sort test uses morel trivia

size. Performance in a real-world environmental moni@rin  instructions, causing a greater relative overhead duedh-fe

application is discussed in Section 6. ing and decoding.

5.1 Performance We illustrate this effect by re-running the bubble sort and

The execution performance of the DVM was measured vector convolution tests, but th.is time altered_to only use 1
using three micro benchmarks. First we ran a bubble sort Pit data types (the MDS algorithm is a 32-bit algorithm so
algorithm that sorts 256 32-bit integer values, initiafige could not be rewritten). The results are shown in Table 6.
strictly decreasing values. The second test is an88vec- The interpreter has a higher instruction throughputin both
tor convolution that is performed 10,000 times, also using tests dge to the simpler instructions, but the fixed 0\_/erhead
32-bit values. Finally we hand-optimised an implementa- Makes it unable to take advantage of sher t -typed arith-
tion of the well known MD5 hashing algorithm, generating metic as r_nuch as the native C |mp_lementat|ons. The 16-bit
MDS5 hashes for the empty string, ‘a’, ‘abc’, ‘darjeelinghd Java version of the vector convolutlor_1 test has even become
‘message digest’. These hashes are generated 1,000 times. Slightly slower compared to the 32-bit one, which is due to

Each of the benchmark tests has both a C and a Java verth€ infuser not being able to completely optimise the arith-

sion and is written in such a way that the difference between Metic and having to insert explicit conversion instruction
both versions is almost completely syntactical. We were Petween thent andshort data types (see Section 4.5.2).
careful to eliminate any memory allocation after the testin A €xpected, the interpreter is performing much worse on
tialisation to make sure the garbage collector would not be (N€se new tests compared to native C, with measured per-
triggered and skew the results. Also note that all tests ranformance penalties of 82x and 113x for the bubble sort and

with run time checks such as null pointer and bounds check- VECtor convolution tests respectively.

ing enabled. These results illustrate that the performance overhead of
Darjeeling is difficult to measure because it is very much

Table 5. Performance benchmarks. dependent on the application under test. A high instruction

Java Java/C instructions/s throughput does not necessarily mean a good performance,

Bubblesort  0.3s  23.3s 77.7 60,618 especially when compared to equivalent native code. We
Vectorconv. 9.1s 496.7s 54.47 65,454 found that the cost of interpreting Java versus executing na
MD5 13.1s 399.7s 304 52,294 tive C code, in terms of execution time, is a factor in the
range of 30 to 113 times, or approximately two orders of

magnitude.

We ran the tests on an ATmegal28 microcontroller at .
8 MHz, with all checks, such as bounds checking and null 9.2 Code Size _ o _
pointer checking, enabled. We tried running some tests with ~ AS discussed in Section 4.1, Darjeeling uses a split-VM
these checks disabled but didn’t observe a significant speed architecture. This allows for considerably smaller exacut
up. The results are shown in Table 5. The C and Javables. Table 7 compares the size of several infusions when
columns show the run times for the bubble sort, vector con- Stored as Java .jar files, which are zip compressed archives
volution, and MD5 tests respectively, and the Java/C column that contain .class flles, and our .Q| fI|Q format which uses no
shows their ratio. The final column shows how many Java in- compression but eliminates all string literals.
structions per second were executed during each of the tests

In these particular tests the performance penalty of the ~ 1able 7. Fileformat comparison (sizesin bytes).

Darjeeling VM was about 30-78x. The measured byte code jar direduction
instruction throughput was between 52-65 K instructiorrs pe Blink 856 146 83%

second. Note that although the VM was executing more in- CTP 27,349 7,889 71%
structions per second on the bubble sort test than on the MD5 Test suite 42,834 19,023 55%

test, the first is much slower compared to its native counter- Base library 14,795 3,591 75%

part than the latter. We can explain this by looking at how

VM instructions are interpreted. Size reduction is related to the ratio of string literals to

Interpreting a VM instruction has a fetch, decode, and ex- byte code in the input .class files. The base library for in-
ecute phase. While the fetch and decode components aretance is mostly made up of class and interface definitions
similar for each instruction, there are large time differesn with little to no actual byte code, which accounts for the sig
for the execution phase. Method invocation and type check- nificant reduction in code size (75%). The same holds for
ing instructions take longer to execute than simple arith- the exemplary TinyOS application, blink, which only has a



Table 8. Code size comparison (sizesin bytes). 1400 - - - -

AVR MSP430 DVM DVM (opt.) enreza 1
MD5 11,364 9,396 4,513 4,364 1200 |

total T

1000 [

(bytes)

single method implementation. The CTP routing protocol
library (see Section 6), is also reduced considerably ia siz
because most methods are short, just a few lines of code.
This was done to improve modularity and readability in line
with good software engineering practice. In contrast tsé te
suite has relatively long methods each performing a sefies o
short tests, which is why it was reduced less than the others.
The conclusion is that although writing modular code

800 -

600

with many small methods, classes, and interfaces will still 20 WH }M M WU W ”w M“J ‘ » ‘

add to the code size, the cost is not nearly as high as with the ;‘.y!li |“ L WI v lﬂ#\ﬂwmu

traditional .jar file format because Darjeeling does ndiret 0 . . . . .

the string literals in the infusion file. 0 1000 2000 3000 4000 5000 6000 7000
Proponents of virtual machines and stack-based instruc- Time (# alloc/free operations since start)

tion sets often quote the smaller code size as a major advan- Figure9. Gar bage collection, unsynchronised.

tage. To measure this effect we compared code sizes of the

MD5 hashing algorithm introduced in Section 5.1 for the na- ) _

tive and interpreted cases. We compiled the C code for thesuite on the other hand uses integer types in many places,

AVR and MSP430 MCUs using the respective GCC ports but still stack usage IS reduced by 32 %. ThIS IS maln_ly due

at various optimisation levels (includingXs) and selected  to reference types being reduced from 32-bit to 16-bit. Ta-

the smallest size, measured as the length of tleet seg- ble 10 shows the averadetal stack frame size, including

ment, for each. We also compiled the equivalent Java codethe fixed overhead (8 bytes) due to the bookkeeping section.

using the Sun JDK 1.6 compiler and noted the size in bytes It shows tha_t the_total reduction is between 20-27 % for our

of the resulting di file. Finally, since most Java compilers benchmark infusions.

do not aggressively size-optimise their output, we optiais

the code using ProGuard version 4.4 [12], which reduced the

final size of the Java code somewhat, see Table 8. Note that

Memory consumption

o

Table 10. Total stack frame size (bytes).
JVM DVM Reduction

the MD5 code by itself is rather large, about 400 lines of C/- El_'l_npk ji% 4 1f4 3 22270{)0/

Java code, due to manual loop unrolling applied to the core Test suite 21’ 7 17‘ 3 200;

algorithm to boost performance. In this test the AVR and B lib 15‘1 12'1 20(y°

MSP 430 native code sizes are 260% and 215% that of the ase library ' ' 0

optimised DVM case, respectively. 54 Multithreading

5.3 Stack Space Our linked stack architecture allocates stack space on de-

In order to measure the benefits of our 16-bit stack ar- mand, allowing threads to grow and shrink their memory
chitecture in terms of memory usage during execution, we usage as they run. To illustrate how this affects memory
measured the average size of stack frames for methods inrconsumption we ran a garbage collection test from our test
the four benchmark infusions. The size required for a single suite. It sorts 20 numbers by inserting them into a binary
stack frame is the sum of the operand stack size, the size retree, causing not only a large number of small linked objects
quired for the local variables, and some fixed overhead for to be created, but also generating a lot of nested methax call
bookkeeping such as return address, stack pointers, and s@he test calls the algorithm three times, in three conctirren
forth. We calculated this number both for the 32-bit JVM threads.
case and our 16-bit DVM. Figure 9 shows the amount of stack space for each thread
as the test ran, including the thread object and heap manager
headers. Each thread uses up to 445 bytes, which makes the
total peak at 1335. This means that the worst-case totd stac

Table 9. Local variablesand operand stack size (bytes).
JVM DVM Reduction

Blink 10 6 40 0{;’ usage for this test is equal to the sum of the worst-case value
ce 114 63 45 % of the individual threads.

Test suite 3.7 93 32% We can decrease the memory usage by allowing only one
Baselibrary 7.1 4.1 42% of the threads to perform the tree sort algorithm at a time. We

ran the test again, but this time we addeslachr oni zed
Table 9 shows the size of the variable part of the stack block around the call to the algorithm, essentially sesiag
frame, the operand stack and local variables, for each of theindividual runs. The trace for this second run is shown in
test cases. During the development of the CTP library we Figure 10. This time the total peaks at a mere 535 bytes,
used short types for loops counters and intermediate valueswhich is the peak value of a single thread, 445 bytes, plus
wherever possible, resulting in a reduction of 45 %. The test the overhead of the two blocked threads at 45 bytes each.
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600 a0 Table 11. Platforms.
thread 1 TNOde Tmote Sky  Fleck3(b)
a0 | i e p— MCU ATmegal28 MSP430  ATmegal2s
~ Architecture  8-bit 16-bit 8-bit
B RAM 4KB 10KB 4/18 KB
5 a00f “ J “ ) ' ’ - Radio CC1000 CC2420 nRF905
- | SRR 0s TinyOS Contiki FOS
b} . {ifr M | * | Concurrency events protothreads threads
15 I
At '\ i
° il ’ It | B O I that bootstraps the virtual machine. The radio and sensors
:
=

~l
i “ ruuw i “ il MHHW components are the native code required to access the MAC
M ‘ H‘ ‘ ‘ layer and sensor nodes from Java respectively.
100
Table 12. SL OCCount for native code modules.
FOS TinyOS Contiki

° 0 1(;00 2(;00 3(;00 4(;00 5(‘)00 6(;00 7000 Maln 225 359 86
Time (# alloc/free operations since start) Rad|0 69 92 69
Figure 10. Garbage collection, synchronised. Sensors 184 157 110

Total 478 608 265

Using a linked stack architecture in conjunction with syn- ~ The TNOde and Tmote Sky testbeds are indoor with a
chronisation allows programs that would otherwise useglarg great amount of overlap, so that each node can hear a large
amounts of stack space to run with tight memory bounds, number of neighbouring nodes. On each of the platforms
while leaving full control with the application programmer  we allocated the same amount of RAM (2 KB) to the virtual

5.5 Garbage Collection Pause Times mac_hine_ leaving the rest for t_he operating system. The Java
Darjeeling uses a stop-the-world garbage collection algo- application was programmgd mFo the nodes via wired means.
rithm, introducing pause times that may delay othertimecri 6 A Real-World Application
ical tasks in the system. We ran two experiments to measure In this section we evaluate the performance of Darjeel-
these pause times. The first experiment used the garbagéng for a real-world environmental monitoring application
collection test from the previous section with the garbage The node, shown in Figure 11, is part of a small network that
collection phase indicated by setting/clearing a digitatto  monitors micro-climate variation in an area of forest regren
put which was monitoring with a digital scope. We ob- ation. The variables measured include soil moisture arfd lea
served pause times as long as 9 ms, which we consider worstvetness, wind speed and direction, temperature and humid-
case as the 2KB heap contains a large number of tiny (5ity, as well as engineering data regarding solar power gener
byte) tree-node objects and the deep call stack containg man tion, battery voltage and link quality. This applicationyp-
small frames. In a second test, modelling the average caseical of the majority of real-world sensors networks; the @od
we allocated random sized byte arrays (10-50 bytes) at ran-is asleep most of the time, waking periodically (on the scale
dom intervals mimicking typical application behaviourefr  of minutes) to make measurements, perform some computa-
ceiving radio packets (i.e., allocating packet bufferg) am tion, then return results via a collection tree protocol.
voking the associated handler methods (i.e., allocatiagkst In this section we describe the implementation of a col-
frames). For this test we observed a maximum pause timelection tree protocol written entirely in Java, and also the
of 2.6 ms. For most applications this is satisfactory sihee t  re-implementation in Java of the sensor network applicatio
time-critical radio communication is handled by the native originally written in C.
OS as part of an interrupt handler. When such interruptionsg.1 The CTP I mplementation
cannot be tolerated, one should consider using an incremen-  pemonstrations exist where Java is used to simply glue
tal garbage collector. C components together, but this does not show the true ad-
5.6 Portability vantage of Java compared to an ASVM. To see how well
The portability of Darjeeling was evaluated by running Darjeeling copes with more complex multithreading applica
our CTP implementation on three different test beds. Ta- tions we implemented a pure Java version of the well known
ble 11 shows the different platforms and their properties. W Collection Tree Protocol (CTP), the standard routing proto
have chosen to run Darjeeling on three different operating col for TinyOS 2.x [10]. This is also a powerful demon-
systems: TinyOS [15], Contiki [8] and FOS [6], each imple- stration of how higher-level languages like Java can be used
menting a different form of concurrency. to quickly and conveniently prototype algorithms. The im-
We implemented native functions for the plementation uses many advanced Java features including
javax.radio. Radi o class which has broadcast, uni- inheritance, multiple threads, synchronisation, gesesg-
cast send, and receive primitives. Table 12 shows how ception handling, and dynamic memory management.
many source lines of C code each of the ports required. The CTP library comprises three main components, the
The main component is the entry point of the application packet handler, routing engine, and data engine. The packet
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Figure 12. Software stack.

The application has been reimplemented in Darjeeling us-
ing the Java-based CTP. The software stack is shown in Fig-
ure 12. Characteristics of this implementation are algedis
in Table 13. Stack space is still required for the underly-

Figure 11. The environmental monitoring node which ing FOS system threads, one thread for the interpreter and
measures soil moisture, leaf wetness, wind speed and di- one for communication with the radio. This leaves well over
rection, temper ature and humidity. 2KB of RAM available for the Java heap. The number of

FOS threads has been reduced because the threads required
for CTP are now Java threads whose stack space is allocated
handler provides a packet sending and receiving interface t from the Java heap.
the other two components and supports reliable unicast with  The Java version has less than half the source lines of the
retries. It queues outgoing packets to maintain packetrorde C version, mainly due to far fewer module initialisationslan
A queue of only a single incoming packet is kept on the na- #i ncl ude lines required, and is a single Java thread imple-
tive side of the implementation. While this could poteriyial  menting a wait, measure, send cycle. The infused applitatio
cause incoming packets to be dropped if the virtual machine as a .di file is 1,564 bytes, which is clearly small enough to
is not fast enough to process them, in practice we have notconveniently load over the air. The run-time, CTP and appli-
observed this problem. The packet handler provides an eveniation infusion combined easily fit within the resourcesrof a
interface that notifies listeners on successful or unssfekes  ATmegal28 processor. The flash memory for the Darjeeling
packet delivery, and packet reception. o case includes FOS and the infusion.

Packets are stored as byte arrays wrapped in an instance Each version of the application was run on the same node
of the Packet class, which has get- and set operations and the current consumption measured using a digital scope
that directly mutate the data. We use inheritance to con- and a current shunt resistor. Data was downloaded from the
struct different packet types such@spRouti ngFrame and  scope for analysis, which allows for some precision in exe-
Ct pDat aFr ame. We use the factory design pattern to allow ¢ytion time measurement.
pluggable decoding of incoming packets The measurement period is 5 minutes and the measure-

The routing engine uses adaptive beaconing and supportsnent cycle lasts around 2 seconds which is mostly delays
duplicate suppression and loop detection and repair. Fesatu  for sensor settling time and wind-speed pulse accumulation
currently missing from our CTP implementation are conges- pyring the delays the processor is put into sleep state by
tion control and hysteresis in path selection. Link estima- FQs, for both the native C and Darjeeling versions of the
tion is based on the average number of retransmits of UnicaSTapplication. In this regard the energy consumption is un-
packets to a neighbour node. The data engine is responsiblehanged by using Darjeeling. The total ontime for the cycle
for forwarding and generating new data packets. _ is shown in Table 13, which indicates that Darjeeling is 50%

Our Java implementation uses five threads, two in the sjower than C, but over the measurement cycle of 5 min-
routing engine, two in the packet handler, and one in the dataytes, this represents just 54 ms extra computation every, 300
engine. The size of the code, as counted with SLOCCount, which is an additional 0.018% overhead. The overhead in
IS 1,163 source I|nes Of JaVa., d|V|ded over 20 source f||es. terms of energy Consumption is even less as the CPU con-

In comparison, the NesC implementation uses 1,613 sourcesymes only a fraction of the that consumed by the radio.
lines of code. The infused CTP library as a .di file is less

than 8 KB (cf. Table 7).

6.2 Environmental Monitoring Application Table 13. Comparison of Springbrook application, 2 im-

The application was originally coded for the threaded op- Plémentations. o ,
erating system environment, FOS, with a CTP-like routing C Darjeeling units
module implemented in C. The original C-code application Flash 43,3852 75,412 Dbytes
contains 2 application threads and 6 system threads for CTP. RAM (data+bss) 1,219 1,090 bytes
The details are shown in Table 13. FOS stacks are fixed size ~ Stack 1,600 300 bytes
and conservatively sized, but total RAM usage is well within On-time 114 168 ms

the resources of an ATmegal28 processor. SLOC 235 80 lines



Although in Section 5.1 we reported overhead as high as Mackey. Furthermore we thank Guillaume Salagnac for his
100x for Java over C, the actual increase in processor wake-contributions to the VM, and Martin Bor for his support on
time is not nearly as bad. The time required for the radio the Contiki and TinyOS ports. Finally we like to thank our
to receive or transmit a packet is fixed, with the CPU essen- group members, our shepherd David Gay and the anonymous
tially idling but awake. The time spent by the CPU doing ac- reviewers for their constructive comments on draft version

tual processing is, in our application at least, relatisshall

compared to packet transmission times. Therefore the total

wake-time is increased by much less than one would expect. "
1

7 Conclusions

We have presented Darjeeling, a feature-rich virtual ma- [2]
chine for wireless sensor networks which enables meaning- [3]
ful Java applications to run on sensor node hardware with
memory sizes of 2-10KB.

Darjeeling makes use of static linking, reducing exe-
cutable sizes by 55-83%, but sacrificing support for reflec-
tion and thesynchr oni zed keyword on static methods. In
the interest of memory efficiency we designed Darjeeling
around a 16-bit architecture and dropped support for the [5]
I ong, float, anddoubl e types, although these could be
added in the future. The infuser performs Java byte code [©!
analysis and maps the code onto a modified instruction set
that includes support for direct manipulation of 16-bit-val [,
ues. Using this technique we were able to reduce stack space
requirements by as much as 27% for a real-world environ-
mental monitoring application.

Through strict separation of reference and non-reference (8l
types we are able to achieve precise garbage collection and
compaction without the need for run-time type inspection us
ing stack maps or type tagging. Our linked stack architectur
enables threads running concurrently without the need for
fixed, pre-allocated stack spaces, with threads using-as lit [10]
tle as 45 bytes when idle. Synchronisation between threads
provides fine-grained control over stack space consumption

The Darjeeling VM implementation is mostly platform [11]
agnostic and was easy to port to three different sensor node
testbeds with different hardware and operating systems. Da
jeeling can be used for serious applications as demondtrate [12]
by the pure Java re-implementation of an existing envi- [13]
ronmental monitoring application including a multithreald
many-to-one routing protocol. The results show that it is-po
sible to use a virtual machine to prototype, develop, and de-
ploy sensor networks applications.

In the future we would like to alleviate some of the current
limitations of the Darjeeling VM. In particular, we would
like to enhance the byte code analysis part of the infusér too [16]
SO we can support tHeng data type to improve compatibil-
ity with the full CLDC 1.0 specification. The current inter- [17]
preter is not optimised for speed and we feel there is room for [18]
improvement in the performance department, which might
have a positive effect on energy consumption as well. Fi-
nally we feel a generational garbage collector might help re
duce collection pause times. [20]
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